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Smartphones and tablets have gained tremendous
popularity, as evidenced by their rapid growth (100M’s per
annum) and mobile viewing behavior. Mobility is driving
OTT (Over-The-Top delivery, bypassing telcos’ control as in
the “wall-garden” of IPTV). There are various definitions of
OTT, ranging from broad to narrow (in USA).

In this paper OTT refers to Internet TV delivered
to smart-TV, smart-phones, tablets or PC on unmanaged
broadband networks (not telco-managed IPTV networks).
Apart from pure-play-OTT operators (eg Netflix, Hulu),
OTA (Over-The-Air) terrestrial TV broadcasters and IPTV
operators can deploy OTT for additional business, offering
mobile viewing as well as a multi-screen/ “TV Anywhere”
consumer-experience. (“TV Everywhere” has a specific
meaning in USA.) This paper examines the driving forces
behind OTT development and compares pure-play-OTT with
OTA/IPTV.

The Driving Forces

Please refer to Ref. [ for an outline of the RPMO
model for analyzing driving-force factors.

Regulatory (R)

Content delivered on OTT is less regulated than that on
OTA TV channels and the regulatory aspects are still evolving
(21, Barrier-to-entry could be lower, in terms of regulatory
control. However, there could be cross-border content-rights
limitations curtailing the expansion of pure-play-OTT. In
mainland China, seven OTT licenses were issued for content
business, CNTV (China Network TV) being the major
operator, but the OTT value chain has not been streamlined
by further regulation. OTA, IPTV and OTT markets are
oligopolies, due to the high content costs. OTT is subject to
considerable exposure to piracy, for cross-border program
streaming. The regulatory framework for content rights
protection is crucial for OTT business success and piracy
concerns often deter foreign and local OTT investments.

Pricing (P)

Pure-play-OTT operators rely normally on subscriptions
eg for Netflix and Hulu, but OTA broadcasters could rely
on on-line advertisements for additional ROI (Return on
Investment). For IPTV operators, OTT offering for mobile
services could be bundled in the broadband/ IPTV subscription
plans; advertisements can also be deployed. For delivery,

pure-play-OTT operators with large geographical coverage
often rely on CDN (Content Delivery Networks, with caching
of content at local nodes eg Netflix Open Connect), for quality
of service (fast page-loads, smooth streaming, etc.), but CDN
deployment increases operating costs.

Content-related costs remains to be a critical market
competition issue, as exclusive and attractive content is
the trump card in any media business. Whether a pure-
play-OTT player can secure such content depends on its
relationship with the content providers, bargaining power and
deep pocket. New video compression and content-streaming
technologies can, over time, reduce operating costs for all
OTT players. Unlike IPTV where a telco-provided STB (Set-
Top Box) is required, OTT often deploy apps (for desktop
and mobile), this being a business advantage.

Consumers want maximum value for money and
generally prefer flat-fee basic services. Pure-play-OTT
players, as content aggregators offering a wide range of
content and competing in oligopoly where competition is
fierce and price-sensitive, normally keep their subscription
fees low and competitive, for continued growth.

Marketing (M

Whilst economics is the backbone of technological
development, pricing and marketing are two crucial driving
forces. Even with affordable pricing, intensive marketing
is required, since viewers may be unfamiliar with OTT
offerings. For OTA and IPTV operators, OTT offerings are
readily promoted via their existing delivery platforms or
marketing campaigns. Pure-play-OTT operators can partner
with content providers and telcos in marketing their services.
Marketing is more critical for pure-play-OTT operators as
they must build a very large subscription base to sustain
business, since the basic fee is normally low. On the other
hand, incumbent OTA and IPTV operators are much less
reliant on their OTT businesses for survival.

Content (O1
The adage “Content is King” holds for OTT/ OTA/

IPTV. Pure-play-OTT and IPTV operators are content
aggregators, offering numerous channels (100’s), but OTA,
even with efficient video compression, is disadvantaged as it
can provide only a few program channels within an allocated
RF channel (8MHz, in Hong Kong). Market competition
depends on both the range and quality of content. Local

1. Yip, J., Emerging Media Technologies, Planning and Techno-economics, ABU Tech. Review, Jan.-March, 2013, pp. 3-7
2. Valcke, P., etc., Convergence between Television and the Internet: Challenges for Content Regulation, http://rthk.hk/mediadigest/20120514_76_122870.html

3. http://www.mpfinance.com/htm/finance/20130621/News/ec_ece1.htm



content, eg local news, variety shows, being a strong product
differentiator, could present a major challenge to a pure-
play-OTT operator since good local content is expensive to
produce. In mainland China, strategic cooperation is being
forged between content providers and interested parties
for OTT development, eg Hunan TV and Huawei. Another
issue is content protection, via CA (Conditional Access),
DRM (Digital Rights Management) and water-marking
technologies, as piracy can easily ruin an OTT business.
Furthermore, OTT/OTA and IPTV operators offering mobile
services need to customize their content for the various
mobile platforms and to integrate social media into mobile
content, for cross-promotion and for reinforcing viewer
loyalty.

Consumer Habits (02)

OTA is still the most efficient TV transmission method,
as there is zero marginal cost in serving additional viewers
(within the coverage area), in contrast to [PTV and OTT
where capacity sharing (in Mbps, or Megabits/s) is required.
However, there has been a rapid escalation in internet TV
viewing (fixed and mobile). In Hong Kong, more time has
been spent on the internet than on the TV set®l. Mobile
viewing behavior differs from that of traditional TV viewing;
consumer behavior has been a primary focus for maximizing
ROI. Consumers in the multi-screen era want a wider
range of content and personalized services hence operators
customize their products for their viewers, eg links to social
media (Facebook, Twitter, etc.) and custom apps/ players (eg
BBC’s iPlayer). Viewing time has been found to be increased
by social media, eg recommendations. Many such consumer-
behavior studies have been conducted by market researchers
eg Cross Platform Reports by Nielsen.

Service Features (03)

OTT, on the world-wide internet, is more powerful
than OTA or IPTV in terms of its ability to offer an immense
cross-border reach. OTT, relying on apps, can offer SD/ HD
video, VOD, social media, VoIP, etc. on multiple platforms
and provides a wide range of content as in IPTV. The service
flexibility of OTT is thus high.

OTT can be evaluated as a technology (or, technology +
services), if interfacing electronic devices (eg Apple TV box,
Roku streaming-TV box, Chromcast dongle) are to be treated
as a key issue. In mainland China, non-standardization of

OTT STBs has led to some market confusion, retarding OTT
growth.

Quality (04)

Outdoor viewing is subject to mobile reception
problems such as signal interruption. New radio access
technologies eg HSPA+, LTE-Advanced (4G), etc. together
with H.264/ H.265 (HEVC) compression and HLS/ MPEG-
DASH adaptive-streaming can improve video performance
and quality. However there remains the reception reliability
problem caused by terrain and building blockage of radio-
frequency signals; this is quite serious in Hong Kong. WiFi
systems eg 802.11 (a/b/g/n/ac) can help alleviating some
mobile reception problems, both indoors and outdoors. OTT
also introduces a time delay in transmitting high-quality real-
time video, a technical issue to be addressed 4, whereas the
transmission quality of service (QoS) can be more readily
controlled in OTA or in IPTV (deploying a multicast-enabled
network).

Comparison
Pure-play-OTT/ OTA/ IPTV may be quantitatively

compared, by means of the cross-platform comparison
methodology outlined in . A value (0 to 5, for no-go to
excellent) could be assigned to the comparative weakness/
strength under each of the driving force factors. A geometric
mean is then derived to yield an overall comparative
assessment score, for the economy under consideration.

Summary

OTT is advancing rapidly, fostered by advances in radio
access networking and by the explosive growth of mobile
devices, as viewers enjoy mobile viewing, personalized
services and social media. Pure-play OTT players are
expanding and OTT is gaining ground in mobile TV viewing
as in USA I although OTT is currently not a substitute for
traditional TV ], Meanwhile, OTA TV broadcasters can
leverage OTT to improve viewer-reach as well as viewer-
loyalty. This paper has outlined the OTT growth factors and
the issues. Local and premium content remains to be a key
service differentiator; Content is still King.

=1 John Yip
Project Consultant, former Part-time Lecturer,
The Chinese University of Hong Kong

=1 Liu Qian
Lecturer, Jinan University

4. Schwarz, B., OTT delivery, May 2012, http://fr.slideshare.net/zaggyfr/ott-white-paper
5. MaMahon, F.,, Netflix and Hulu Take Over Mobile TV, Broadcast Engineering, June 4, 2013
6. http://advanced-television.com/2013/07/29/tivo-research-netflix-not-cannibalising-traditional-tv-viewing/
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This is a summary of the paper presentation made
by the authors at the World Association for Public Opinion
Research (WAPOR) 66th Annual Conference held in Boston in
mid-May. The paper examines the infrastructure of the online
voting system used for the “PopVote 3.23 Civil Referendum”,
focusing in particular the identity authentication, privacy

57% Leung Chun-ying, 24% Henry Tang, 6% Albert Ho. The
event was widely covered by local and international media
and received much more public attention than anticipated.

Design Principles

Six principles were adopted in designing this voting

and security issues involved. The
findings are of interest not only to
those developing online voting/survey
technologies, but more broadly to the
public opinion research field in terms
of our understanding of how to engage
respondents in a technology-driven

world.

system, namely, availability, uniqueness,
fairness, eligibility, privacy, and integrity.
“Availability” refers to a functional
system that would be available during the
event period. Factors that could affect the
availability of the system include power
and network interruption, human faults

Background and Objectives

To echo with the 2012 Chief Executive (CE)
election held on March 25, 2012, supposedly the last time
a CE is elected by a 1,200-member Election Committee
before universal suffrage is implemented in 2017, POP
organized a mock civil referendum entitled “PopVote 3.23
Civil Referendum” on March 23 for the general public to
express their support towards different candidates, with
three objectives, namely, 1) to provide a multi-dimensional
reference for the public and the election committee, 2) to
construct a civil society by promoting civil participation, and
3) to demonstrate the electronic voting system.

The “PopVote 3.23 Civil Referendum” project was
funded entirely by public donations. By design, all local
citizens of age 18 or above were eligible to cast a vote on
an electronic voting platform hosted by POP, via website or
smartphone app, during 00:00 to 20:00, or in the designated
territory-wide physical polling stations from 09:00 to 21:00
on March 23. The voting time was subsequently extended to
18:00 of the next day because of overwhelming response from

Tiew Momaieyg. (248

vy the public as well as a system interruption
in the middle of the event caused by vicious
attack. Nevertheless, a total of 222,990
votes were collected at the end, with 38%
from polling stations, 30% website, and

32% smartphone app. The result of the vote

‘“E"Mwn-ﬂ- ol " 18% Leung Chun-ying, 11% Henry

Tang, 16% Albert Ho, 55% Abstention,
while the official CE Election result was

and hacker attacks. As for “uniqueness”,
the system should identify and prevent duplicate vote from
any individual voter. Regarding “fairness”, the system should
be able to prevent anyone from altering the database and
thus the results. When it comes to “eligibility”, the system
should be able to verify the identity of the voter. Concerning
“privacy”, the system should ensure the ballot information
and personal data submitted by the voters are well protected.
Last but not least, “integrity” refers to the safeguarding of all
data collected by the system.

System Design

In real terms, on “availability”, a cloud security service
limited overseas network access and greatly mitigated
DDoS attacks, while a remote backup server set up in the
research team’s premises provided resilience to the system
against system failure. As regards “uniqueness” or “identity
authentication”, taking into consideration the pros and cons
of a number of authentication methods, a combination of
HKID number and mobile phone number was adopted for
online authentication. To ensure “fairness”, the PopVote
system automatically logged all data insertions and altering
actions by authenticated users. As far as “eligibility” is
concerned, while a flawless online identity identification
system is yet to be developed, casting votes at physical
polling stations using the HKID Card with photo could
provide sufficient information for the polling station staff
to verify the eligibility of each voter. Regarding “privacy”,
personal identification numbers of the voters were only used
to authenticate the individuals’ identities and check against
multiple voting attempts to the system, and were converted



into series of hashed codes. SSL certificate was installed to
ensure the data transmissions were encrypted, and all hashed
format of personal data was destroyed and removed from
the system within one month after the voting event. As for
“integrity”, the PopVote server was protected by firewall,
intrusion prevention system, and cloud-based web protection
services.

Cyber Attacks

When it came to actual operation, suspected DDoS
attacks were detected prior to the event day, which severely
halted the network. Besides, attackers also tried other means
such as sending emails with suspicious attachments to
members of the research team and even hijacking their email
accounts, where possible intentions might be to implant
malware onto the research team’s machines or to steal
important information including the system infrastructure
design and other related data.

Seven hours after the voting commenced at midnight
of the event day, the electronic voting system came to
a complete halt due to some abnormal network traffic
subsequently diagnosed by the IT experts in the research
team.

After hours of investigating by IT security experts,
four IP addresses were suspected to have directed Distributed
Denial of Service (DDoS) attack to the voting system. The
research team reported the case to the Hong Kong Police
Force, two males were arrested and one of them subsequently
pleaded guilty to the charge of attempted criminal damage.

Future Development

Having reviewed the infrastructure of the electronic
voting system, the authors would like to make some
recommendations regarding the software, privacy,
performance and uniqueness aspects of the system.

On software, it is recommended to use lightweight
and efficient programming language to handle web requests,
for example, Node.js. As for privacy, a random salt can be
added to data before hashing to make it difficult to work out
the original data by the hashed pattern, while iterating the
hashing process a few more times will increase the difficulty
of hacking. To ensure the performance, a fault-tolerant system
can be deployed to continue serving a web page even when

3.23

FR|RFE

Civil Referendum

POPVOTE

system failure, and to display the status of the server to the
web visitors. Concerning uniqueness, the Government should
promote the usage of e-certificate in order to prepare the
public and service providers for the future when most voting,
trading, and other official communication will be conducted
via the Internet.

Conclusion

In spite of its mechanical failure, the PopVote 3.23
Civil Referendum has no doubt engaged the community
heavily into discussing the 2012 CE election. Besides the
near 230,000 people who had casted their votes in the civil
referendum, hundreds of volunteers were also involved in
different stages of the campaign including on-site works. The
event inspired many social activists to use civil referendum
as a means to press their demands. At the time of writing this
paper, one such campaign is brewing, whereby the organizers
would like to use civil referendum to mobilize the public into
endorsing some popular proposals for the next CE election in
2017.

To conclude, the unique political environment of Hong
Kong under the “one country, two systems” formulation
has induced the development of political participation and
public opinion expression beyond random sample surveys
and direct elections. While the general public is considered to
be mature enough for universal suffrage, they are not offered
the right to elect the head of their own government. Under
such circumstances, the “PopVote 3.23 Civil Referendum”
provided a platform for the public to articulate their needs.
When technology becomes more advanced, especially in
the areas of identity authentication, privacy protection and
availability, electronic voting in the form of civil referendums
will become more and more important in Hong Kong. When
this “Hong Kong experience” becomes mature, it may have
significant impact on other not so democratic societies
without universal suffrage and without official referendum. In
a way, the electronic-based “PopVote 3.23 Civil Referendum”
project has pioneered a revolutionary method in the collection
and expression of public opinion in the Asian region, if not
the whole world.

L+ Jazz MA, Winnie LEE and
Robert CHUNG

Public Opinion Programme,

The University of Hong Kong
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TO PROTECT AND CONSERVE

With current tape and disc formats likely to become obsolete in a few years, long-term content
storage is a growing problem for the industry. Will future technology be able to read current
generations of image archives?

BROADCAST July 19, 2013

INFORMATION OVERLOAD?

The hype surrounding ‘big data’ — the collection and analysis of very large data sets — is similar
to that which heralded the cloud, not least in the vagueness of its application and the suspicions
of its merits. The concept has been around for years, not just in economics and IT circles, but
in broadcasting too.

BROADCAST July 19, 2013

PRODUCTION TOOLS GET CREATIVE

Thanks to a number of new tools and solutions being made available to help broadcasters and
other content creators offer more visually enhanced programming, production of compelling
content continues to evolve.

ASIA-PACIFIC BROADCASTING July 2013

TV RATINGS MAY JUST BE A TWEET AWAY

Social media TV is about integrating a viewer’s social network into the traditional TV show
experience. The more sophisticated interactivity is having a secondary mobile screen to
complement TV offering which allows a user to interact socially with what is being shown on
TV via the second screen. This gives rise to “social ratings” which are considered a new
indicator for TV programmes.

ASIA-PACIFIC BROADCASTING July 2013

THE NEW NEWS BUSINESS

Owners of the big legacy businesses have fought fiercely against the disrupters. Can purveyors
of serious journalism find a way to join them? The transition from what’s left of the old legacy
news business to whatever comes next is likely to be the swiftest undertow of the digital
riptide.

FORTUNE July 22, 2013
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